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1. Admin Plugin Introduction

Now that you have finished installing the i2b2 cells and clients the next step is to setup your users
and projects in the i2b2 Administration Module. This chapter will contain various sections on how to
save data and parameters for the users, projects and hive. There is also a section on the different
Authentication Methods supported by the i2b2.

The main goals of the admin module is to help:
1. Manage users and permissions

2. Create projects and manage user access to projects
3. Define HIVE settings

1.1  Accessing Admin Module

The i2b2 Administration Module can be accessed as a plug in.

1. Click "Analysis Tools”

i2b2 Query & Analysis Tool

:ggxm;u drag a tem here 10 define Inclusion or exclusion criteria
+ (5] Demographics

4[] Diagroses

+ 5] Diagnases (ICD10)

+ [ Expression Profies Data

+ (] 252 Gonamics

+ [ Laboratory Tests

Q  Any Catugory =
+ D Circulatory system 15:42:50 [6-21-2024] [demo)
+ D) (4477) Circulatory system(@14:34:20 [6-21-2024] [demo)
4 ) (4476) Centain conaitions originating in e perinatal period (00-p8¢
+'0) Certain conditions originating in the perinatal period (p00-p86) @ 14:
4 D) (4474) Circulatory sysien@15:45:14 [6-20-2024] [demo]
D) Visit at ages 10-17 years old@14:36:50 15:41:48 [6-20-2024] [12b4



2. Select "Admin” as the Category

i2b2 Query & Analysis Tool

C,  AnyCategery = (D) Viaw Typo: Detailod List View ~

Category ADMIN ~
+ (5] Clnical Trials

i, Admin Dashboard

+ (5] Diagroses (ICD10) Thes s 8 100 for configering BN mansgng (a2
# [] Expression Profies Data
+ ) 202 Genomics

4[] Laboratory Tests

~ Click on a term, or
~ Hover aver a lem in the Find Paliants panel, and click the info ican

QA Camgory ~ (D

+ D) Circulatory system@ 15:42:59 [6-21-2024] [demo]

4D (4477) Circulatory systom@ 14:34:20 [6:21-2024] [domo]
+ D) [4476) C (PO0-piM
4D Certain conditions originating in the parinatal pariod (p00-p6)@ 142
+ D) (4474) Clrculatory systern(® 15:45:14 [§-20-2024] [derno]

) Visi a ages 10-17 years oldi®14:36-58415:41:48 [6-20-2024) [i2bi

3. Click Admin Dashboard

i2b2 Query & Analysis Tool

+ () Clinical Trials
+ (=) Custom Metadata
+ (5) Demographics

Full Name Email s Admin Actions

+ ] Exprossion Profies Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT talse

~ Hiover over & term in the Find Patients panel, and cick the info icon

Q Ay Casagory =
+ D Cireulalory system @15:42.59 [6-21:2024) jdemo]
) (4477) Carculatory system@14-34.20 [6-21-2024] {demo]
4 0 (4478) Castain conditions originating in the perinatal pariod (p00-p8(
“ ) Cartain conditions originating in the perinatal pariod (p00-pOGHE 142
+ D) (#474) Circubatory wystom@15:45:14 [6-20-2024) [domo)
4D Vist al ages 10-17 yoars oo 14:36:588 15:41:48 [8-20-2024) (200

4. This will load the i2b2 Administration Module displaying the User tab.

2. Managing i2b2 Users

Everyone who uses the i2b2 has to be setup as an i2b2 user in the i2b2 Administration Module. The
management of these users is done under Users and the following functions for managing your
users are available.



1. Add, edit, and delete user(s) and user’s permission setting
2. Add, edit, and delete user parameter(s)

The steps on how to use these features are defined in one of the sections that follow

2.1 User Data

The User Data page captures the following general information about a user.

Field

User Name

User Full
Name

User Email

User
Password

Is Admin

Description

A unique id for the user.
It is used when logging into the i2b2 Web Client, Workbench
and Admin.

The name of the user.

This name will appear in the i2b2 Web Client and Workbench
when they log in.

The name will also appear in the i2b2 Admin under Manage
Users in the Navigation panel.

At this time, this field is not implemented in the i2b2 core
cells and clients.

The password the user will enter when logging into the i2b2
Web Client, Workbench and Admin.

The password will be encrypted when it is saved to the i2b2
database.

A Yes response means the user is an administrator. This
means they can log into the i2b2 Admin and will have access
to all the cells, projects and users.

A No response means the user is not an administrator. They
cannot log into the i2b2 Admin.

The default setting is No

2.1.1 Add a New User

Required

Yes

Yes

No

Yes

Yes

The following steps outline the process of adding a new user in the i2b2 Administration Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module

Install.



1. In the Admin Dashboard, click on Users. It is the default view. The AGG_SERVICE_ACCOUNT

is automatically added through the i2b2 Installation guide.

i2b2 Query & Analysis Tool

4[] Expression Profiles Data AGG_SERVICE_AGCOUNT AGG_SERVICE_AGCOUNT taise

term, or
Hover over & lerm in the Find Patents panel, and cick the info icon

Q awcssgoy + (D)

+ D) Circulatory system @15:42:58 [6-21-2024] jdemo]

+1) (4477) Carcutatoey system @ 14:34.20 [6-21-2024] {domel

+ ) (8478) Cortain coneitions originating in tho parinatal parioe (p0D-pOt
# ) Cartain conditions originating in the perinatal pariod (PO0-pR6H@ 14
+ D) (4474) Circutatory system@15:45:14 [6-20-2024] [demo]

D) Visit at agos 10-17 yoars oldi 14:36:5815:41:48 [6-20-2024) [2b!

2. Click “+ADD NEW USER" button. The page to add users will display.

back to All Users

USER PARAMETERS TIONAL)
User Name* ]
Full Hame *
Email
Password*
Verity Password "
Is Admin
No -

CANCEL

3. Enter the information for the user you are adding.



Find Patients ~ Analysis Tools ~ Admin Dashboard

G/) Saved user JaneDoe X

+ ADD NEW USER
back to All Users
USER PARAMETERS (OPTIONAL)

User Name * Ao
JaneDoe
Full Name*
Jane A Doe
Emai
Password*

o
Verify Password *

©
Is Admin
No -

CANCEL SAVE

Warning
If Is Admin is set to Yes then the user will be able to log into i2b2 Admin Module. This means they
are able to access information for ALL users, projects and cells.

4. Click on Save to save the user. The user will be added to the list of users on the Manage
page.

2.1.2 Edit a User in i2b2

The following steps outline the process of editing a user in the i2b2 Administration Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module
Install.

1. In the Admin Dashboard, click on Users. It is the default view.



i2b2 Query & Analysis Tool

+ ) Expression Profies Data AGG_SERVICE_ACCOUNT

AGG_SERVICE_ACCOUNT false
+ (3 1252 Genomics
+ [ Laboratory Tests
202 1262 Admin true 7 0
To view term info. demo_agg 262 Aggregated User talse o
~ Cick onaterm, or
= Hower over & lerm in the Find Patients panel, and cick the info icon
demo_deid 262 De-identifiod Data talse /7 0
Query Status B

(X Ay Caegory =
+ D Circuatory system® 15:42.59 [6-21-2024) [demo]
+ D (4477) Circulatory system @ 14:34:20 [6-21-2024] [demo]
) (4476) Cartain conditions originating in the perinatal period (p00-pi
+0 onginy (POO-pO6) @14
+ D (4474) Circulatory system®15:45:14 [6-20-2024) [demo}
+ ) Vist at ages 10-17 years old (9 14:36:58 15:41:48 (6-20-2024] [120¢

2. Click the pencil icon in the row of the name of the user you want to edit.

3. The User page will display.

Find Patients  Analysis Tools  Admin Dashboard i

USERS

+ ADD NEW USER

back to All Users

USER

User Name * 3
JaneDoe
Full Name*
Jane A Doe
Email
Password”

©
Verify Password ”

©
Is Admin
No -

CANCEL SAVE

4. Make the changes to the user and click on Save to save the changes.
2.1.3 Delete a User in i2b2
The following steps outline the process of deleting a user in the i2b2 Administration Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module



Install.

1. In the Admin Dashboard, click on Users. It is the default view.

i2b2 Query & Analysis Tool

+ (2 Diagnoses (1C010)
+ ) Expression Proties Data

AGG_SERVICE_ACCOUNT

202 262 Admin

demo_agg 1202 Aggregated User

12b2 De-identifiod Data

Ay Catagory

+ O Circutatory system @ 15:42.59 [6-21-2024) [demo]

+ D (4477) Circutatory systom®14:34:20 (6-21-2024] [demo]

+ O (4476) Certain conditions originating in the perinatal pariod (00-pa(
+0 (POO-pe6) @ 14
+ ) (4474) Crcutatory system® 15:45:14 (6-20-2024) [demo]

+ ) Vist at ages 10-17 years old@ 14:36:58 15.41:48 (6-20-2024) 28

2. Click the trash icon in the row of the name of the user you want to edit.

3. Confirm the action. The user will be removed from the list of users on the Users page.

2.2 User Parameters

Parameters entered on a user are known as User Parameters and are specific to the user. The user

parameter only affects the user in which it is entered on; it does not affect other users and it is not
specific to any one project.

User Parameters e Specific to the user in which it is defined.
e Does not affect other users.
e s not specific to any one project.

2.2.1 Add a User Parameter

The following steps outline the process of adding a parameter to a user from within the i2b2
Administration Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration

Module. If you do not know how to login please see the chapter titled i2b2 Administration Module
Install.

1. In the Admin Dashboard, click on Users. It is the default view.



i2b2 Query & Analysis Tool

“+ ) Expression Proties Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (3 1252 Genomics
4 [ Laboratory Tests
202 1262 Admin true 7 0
To view term info: demo_agg 1262 Aggregated User taise /7 0
= Ciick on a term, or
= Hower over & lerm in the Find Patients panel, and cick the info icon
demo_deid 262 De-identifiod Data talse /7 0
Query Status. @

Q Any Canegory =

+ D Circuatory system® 15:42.59 [6-21-2024) [demo]

+ D (4477) Circulatory system 14:34:20 (6-21-2024] [demo]

4 (4476) Cortain conditions originating in the perinatal period (p00-p(
+9 ongin 142
4 D) (4474) Circulatory system® 15:45:14 [6-20-2024] [demo)]

4 Vist at ages 10-17 years old (3 14:36:58 15.:41:48 [6-20-2024] [120¢

2. Click the pencil icon in the row of name of the user you want to add a parameter to.

3. Click on the Parameters (optional) option that displays next to the User's tab.

Find Patients  Analysis Tools ~ Admin Dashboard i

back to All Users

USER PARAMETERS (OPTIONA

User Name * o)
JaneDoe

Full Name *

Jane A Doe

Email

Password*

ssss Q

Verify Password *

©
Is Admin
No -

CANCEL SAVE

4. The Parameters List page will display.

10



Find Patients ~ Analysis Tools ~ Admin Dashboard

an
ar

back to All Users

Name

USER

Value

PARAMETERS (OPTIONAL)

No rows

Rows per page: 5 «

Data Type Actions

0-0of0

5. Click on the Add button. A new row will display.

Find Patients  Analysis Tools ~ Admin Dashboard

USERS

back to All Users

+ ADD

Name

USER

Value

PARAMETERS (OPTIONAL)

Data Type Actions

Rows per

11

lre -1 @& x
Text
a1
Numeric
Date
Integer
Boolean
Reference Binary
RTF
Word

Excel

XML



6. Enter the name of the parameter, the value for the parameter and the data type for the
parameter.

7. Click on Save to save the new parameter.

8. The Parameters List page will display with the new parameter.

Find Patients  Analysis Tools  Admin Dashboard

CJ} Saved parameter Timeout X

back to All Users
USER PARAMETERS (OPTIONAL
Name Value Data Type Actions
Timeout Boolean Boolean s D
Rows per page: 5~ 1-10f1

2.2.2 Edit a User Parameter

The following steps outline the process of editing a user parameter in the i2b2 Administration
Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module

Install.
1. In the Admin Dashboard, click on Users. It is the default view.

12



i2b2 Query & Analysis Tool

+ ) Expression Protiles Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (3 1252 Genomics
+ [ Laboratory Tests
202 1262 Admin true 7 0
To view term info. demo_agg 262 Aggregated User talse o
~ Cick onaterm, or
= Hower over & lerm in the Find Patients panel, and cick the info icon
demo_deid 262 De-identifiod Data talse /7 0
Query Status B
(X Ay Caegory =

+ D Circuatory system® 15:42.59 [6-21-2024) [demo]

+ D (4477) Circulatory system @ 14:34:20 [6-21-2024] [demo]

) (4476) Cartain conditions originating in the perinatal period (p00-pi
+0 onginy (POO-pO6) @14
+ D (4474) Circulatory system®15:45:14 [6-20-2024) [demo}

+ ) Vist at ages 10-17 years old (9 14:36:58 15:41:48 (6-20-2024] [120¢

2. Click the pencil icon in the row of the name of the user you want to add a parameter to.

3. Click on the Parameters (optional) option that displays next to the user's tab.

Find Patients  Analysis Tools  Admin Dashboard i

USERS

+ ADD NEW USER

back to All Users

USER PARAMETERS (OPTIONAL)
Name Value Data Type Actions
Timeout Boolean Boolean s D

Rows perpage: 5 v 1-10f 1

4

4. The Parameters List page will display. A list of parameters entered for that user will display.
5. Click the pencil icon in the row of the name of the parameter you want to edit.

6. The Edit Parameter fields will display for that row.

13



+ ADD NEW USER

back to All Users

USER PARAMETERS (OPTIONAL)
Name Value Data Type Actions
Timeout Boolean Boolean - g x
Rows perpage: 5 ~ 1-10of1

-

7. Make the changes to the parameter and click on the Save icon to save the changes.

2.2.3 Delete a User Parameter

The following steps outline the process of deleting a user parameter in the i2b2 Administration
Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module
Install.

1. In the Admin Dashboard, click on Users. It is the default view.

i2b2 Query & Analysis Tool

+ (2 Diagnoses (1CO10)

+ ) Expression Proties Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (5 202 Genomics

+ [ Laboratory Tests

To view term ino domo_agg 262 Aggregated User taise |
~ Chick on a term, or
= Hower over & term in the Find Patients panel, and ciick the info icon

202 2b2 Admin true 7 0

demo_deid 262 De-identifiod Data talse /7 0

(X Ay Category =

+ O Cirautatory system® 15.42 59 [6-21-2024) [demo]

+ D (4477) Circutatory systom® 14:34.20 (6-21-2024] [demo)

+ ) (4476) Cartain conditions originating in the perinatal period (p00-9O(
+O ongini (pOO-pO6)@ 142
+ D) (4474) Crcutatory system® 15:45:14 (6-20-2024) [demo)

4D Visit at 8905 10-17 years 0k 14:36.56 15.:41:48 [6-20-2024] 120

2. Click the pencil icon in the row of the name of the user you want to delete a parameter for.

14



3. Click on the Parameters (optional) option that displays next to the user's tab.

Find Patients  Analysis Tools ~ Admin Dashboard ar

+ ADD NEW USER

back to All Users

USER PARAMETERS (OPTIONAL)

Name Value Data Type Actions
Timeout Boolean Boolean V]

Rowsperpage: 5+ 1-10of 1

4. The Parameters List page will display. A list of parameters entered for that user will display.

5. Click the trash icon in the row of the name of the parameter you want to delete.

Find Patients ~ Analysis Tools ~ Admin Dashboard i
USERS i £ i
+ ADD NEW USER
back to All Users
USER PARAMETERS (OPTIONAL

+ ADD

Name Value Data Type Actions
Timeout Boolean Boolean s 0
Rows per page 5+« 1-10of1

4

6. Confirm the action. The user will be removed from the list of parameters for that user.

3. Managing i2b2 Projects

15



After a user is setup in the i2b2 Administration Module they need to be given access to one or more
projects before they can log into the i2b2 Web Client or Workbench. The management of your
project data is done in the i2b2 Administration Module within Manage Projects. The following
functions for managing the projects are available.

Project Data
1. Add, edit, and delete project(s)
2. Add, edit, and delete project parameter(s)
3. Add, edit data sources
Project Users
1. Add and delete project user(s)

2. Add and edit project user roles
3. Add, edit, and delete project user parameter(s)

3.1 Project Data

The Project Data page captures the following general information about a project.

Field Description Required
Project ID A unique identifier for the project. Yes
Project Name e The name of the project. Yes
« Visible to users in the i2b2 Web Client and
Workbench
Project Wiki Currently not implemented in the i2b2 Web Client or No
Workbench.
Project Key Enter the encryption key that is used during the encryption/ = No
decryption process.
Project A brief description of the project. At this time it is only No
Description visible in the i2b2 Admin.
Project Path No

3.1.1 Add a New Project

16



1. In the Admin Dashboard, click on Projects.

i2b2 Query & Analysis Tool

+ {2) Ciinical Trials
+ (2 Custom Metadata
+ (=) Demographics

+ ) Diagnoses.

+ () Diagnoses (ICO10)
+ [ Expression Proties Data AGG_SERVICE ACCOUNT AGG_SERVICE_ACCOUNT taise.
+ (5 202 Genomics

+ [ Laboratory Tests

To view term info. demo_agg 262 Aggregated User talse /7 0
~ Cick onaterm, or
~ Hover over & term in the Find Patients panel, and cick the nfo icon

202 262 Admin true /7 0

demo_deid 12b2 De-identifiod Data false

Q Any Canegory =

+ D Circulatory system @ 15:42:59 [6-21-2024) [demo]

+ 9 (4477) Circulatory system@ 14:34:20 [6-21-2024] [demo]

+ D (4476) Cartain conditions originating in the perinatal pariod (p00-p&(
+9 ongin 142
+ D (4474) Circulatory system®15:45:14 6-20-2024) [demo}

4 ) Vist at ages 10-17 years okl 14:36:58 15.:41:48 [6-20-2024] [120¢

2. Click "+ADD NEW PROJECT” button. The page to add project-details will display.

Find Patients  Analysis Tools ~ Admin Dashboard i

PROJECTS F

back lo All Projects

@ Froject Details e z:::emrs © pata sources @ user Associations
New Project - Details
D )
Name*
Path*
Wiki
Key
Description
EXIT SAVE AND CONTINUE

3. Click Save and Continue.
4. Add optional Project specific Parameters. See 3.2 Project Parameters.
5. Add Data Sources. See 3.3 Project Data Source.

6. See 3.4 to Add Users to the Project. See 3.5 Add User's Project Roles, and see 3.6 User's
Project Parameters.

3.1.2 Edit a New Project

1. In the Admin Dashboard, click on Projects.

17



i2b2 Query & Analysis Tool

AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (5 202 Genomics
+ [ Laboratory Tests
202 1262 Agmin true /7 0
To view term info: demo_agg 202 Aggregated User taise /7 0
= Ciick on a term, or

= Hower over & lerm in the Find Patients panel, and click the info icon

demo_deid 262 De-identifiod Data talse /7 0

(X AnyCategoy ~
+ D Circuatory system® 15:42.59 [6-21-2024) [demo]
+ D (4477) Circulatory system 14:34:20 (6-21-2024] [demo]
4 O (4476) Certain conditions oniginating in the pernatal period (pO0-p
+9 ongin 142
4 D) (4474) Circulatory system® 15:45:14 [6-20-2024] [demo)]
4 Vist at ages 10-17 years old (3 14:36:58 15.:41:48 [6-20-2024] [120¢

2. Click the pencil icon in the row of the name of the project you want to edit.

Find Patients  Analysis Tools ~ Admin Dashboard a

PROJECTS

back to All Projects

" " Parameters
@ FProject Detaiss (2] © Doata Sources Q) user Associations
Optiona

New Project - Details

iD*

O

Name *
Path*

Wiki

Description

EXIT SAVE AND CONTINUE

3. Click Save and Continue

3.1.3 Delete a New Project
1. In the Admin Dashboard, click on Projects.

18



i2b2 Query & Analysis Tool

+ (2 Diagnoses (1C010)

4+ [0) Expression Profles Data
+ (3 1252 Genomics

+ [ Laboratory Tests

AGG_SERVICE_ACCOUNT

22

demo_agg
~ Cick onaterm, or
~ Hover over & term in the Find Patients panel, and cick the info icon

demo_deid

Any Category

+ O Circutatory system® 15:42.59 [6-21-2024) [demo]

+ ) (4477) Circutatory system® 14:34.20 (6-21-2024] [demo]

) (4476) Cartain conditions originating in the perinatal period (p00-p

+0 jinating in (pOO-pO6)@ 142
+ O (4474) Crrcutatory system® 15:45.14 [6-20-2024) [demo)
+ O Vist at ages 10-17 years old® 1436580 15.:41:48 [6-20-2024) [t

AGG_SERVICE_ACCOUNT
1262 Admin
1202 Aggregated User

12b2 De-identifiod Data fal

2. Click the trash icon in the row of the name of the user you want to edit.

3. Confirm the action. The project will be removed from the list of projects on the Project page.

3.2 Project Parameter

Parameters entered on a project are known as Project Parameters and are specific to the project.
The project parameter only affects the project in which it is entered on; it does not affect the

other projects in the hive or any one user in the project.

Project Parameters e Specific to the project in which it is defined.

e Does not affect other projects.
e Wil affect all users who have access to the project.

3.2.1 Add a Parameter to a Project
1. In the Admin Dashboard, click on Projects.

19



i2b2 Query & Analysis Tool

AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (5 202 Genomics
+ [ Laboratory Tests
202 1262 Agmin true /7 0
To view term info: demo_agg 202 Aggregated User taise /7 0
= Ciick on a term, or

= Hower over & lerm in the Find Patients panel, and click the info icon

demo_deid 262 De-identifiod Data talse /7 0

(X AnyCategoy ~
+ D Circuatory system® 15:42.59 [6-21-2024) [demo]
+ D (4477) Circulatory system 14:34:20 (6-21-2024] [demo]
4 O (4476) Certain conditions oniginating in the pernatal period (pO0-p
+9 ongin 142
4 D) (4474) Circulatory system® 15:45:14 [6-20-2024] [demo)]
4 Vist at ages 10-17 years old (3 14:36:58 15.:41:48 [6-20-2024] [120¢

2. Click the pencil icon in the row of the name of the project you want to edit.

Find Patients  Analysis Tools ~ Admin Dashboard a

PROJECTS

back to All Projects

" " Parameters
@ FProject Detaiss (2] © Doata Sources Q) user Associations
Optiona

New Project - Details

- )
Name "

Path*

Wiki

Description

EXIT SAVE AND CONTINUE

3. Click on the Parameters (optional) option that displays next to the project details tab.
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Find Patients ~ Analysis Tools ~ Admin Dashboard £

PROJECTS

back to All Projects

Parameters
Proj il Data S User A 1t

@ Project Details [ P © Data sources @ user Associations
safari - Parameters

Name Value Data Type Actions

No rows
Rows per page: 5 « 0-00of0
EXIT PREVIOUS SAVE AND CONTINUE

4. The Parameters List page for the project will display. A list of parameters entered for that
project will display.

5. Click "Add"” to add a new parameter.

3.2.2 Edit a Parameter for a Project
1. In the Admin Dashboard, click on Projects.

i2b2 Query & Analysis Tool

+ ) Expression Protiles Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false

+ (3 1252 Genomics

4 [ Laboratory Tests
202 1262 Admin true 7 0

To view term info: demo_agg 1262 Aggregated User taise /7 0

~ Cick onaterm, or
Hover over & term in the Find Patients panel, and cick the info icon
demo_deid 262 De-identifiod Data talse /7 0
Query Status. t
(X Ay Caegory =

+ O Circutatory system® 15.42 59 [6-21-2024) [demo]

+ D (4477) Circulatory system 14:34:20 (6-21-2024] [demo]

4 (4476) Cortain conditions originating in the perinatal period (p00-p(
+9 g 142
+ 1D (4474) Circulatory system @ 15:45:14 [6-20-2024) [demo)

4 Vist at ages 10-17 years ol 14:36:58 15:41:48 (6-20-2024) 20

2. Click the pencil icon in the row of the name of the project you want to edit.
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back to All Projects
Parameters
Project Details.
@ o Q...

New Project - Details

iD*

Name *

Path®

Wiki

Description

EXIT

© oaa sources @ user Associations

S

SAVE AND CONTINUE

3. Click on the Parameters (optional) option that displays next to the project details tab.

4. The Parameters List page will display. A list of parameters entered for that project will

display.

5. Click the pencil icon in the row of the name of the parameter you want to edit.

6. The Edit Parameter fields will display for that row.

7. Make the changes to the parameter and click on the Save icon to save the changes.

3.2.3 Delete a Parameter for a Project
4 In the Admin Dashboard, click on Projects.

i2b2 Query & Analysis Tool

+ (2 Diagnoses (1CO10)

+ ) Expression Profles Data
+ (5 202 Genomics

+ [ Laboratory Tests

~ Ciick on a term. or
- ‘over & term in the Find Patients panel, and cick the info icon

Q Any Canegory =

+D) Circutatory system®15:42.59 6-21-2024) [demo]

+©) (4477) Circutatory system(®14:34:20 [6-21-2024] [dermo)]

+ ) (4476) Cortain conditions originating in the perinatal period (p00-p&(
+9 ongin (PO0906)@ 14
+ D) (4474) Circutatory system® 15:45:14 [6-20-2024) (demo)

4 Vist at ages 10-17 years 0l 143655 15:41:48 (6-20-2024) (20

AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false

22 202 Admin true 7 0

domo_agg 262 Aggragated User taise /0

domo_deid 252 e-ideriifod Data taise /0

5 Click the pencil icon in the row of the name of the project you want to edit.
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PROJEGTS

back to All Projects

Parameters
Project Details. Data Sources User Associations

@ i Q... o o

New Project - Details

iD* D
Name *

Path*

Wiki

Key

Description

EXIT SAVE AND CONTINUE

6 Click on the Parameters (optional) option that displays next to the project details tab.

7 The Parameters List page will display. A list of parameters entered for that project will
display.

8 Click the trash icon in the row of the name of the parameter you want to remove.

9 Confirm the action. The parameter will be removed from the list of project parameters on the

Project parameters page.

3.3 Project Data Source

3.3.1 Add a Data Source to a Project
1. In the Admin Dashboard, click on Projects.

12b2 Query & Analysis Tool

+ [ Expression Profies Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (3 1252 Genomics
+ [ Laboratory Tests
1202 262 Admin true /7 0
To view term info. demo_agg 262 Aggregated User talse /7 0
~ Cick onaterm. o
= Hower over & lerm in the Find Patients panel, and cick the info icon
domo_deid 1252 De-identified Data faise /7 0
Query Stetus g
(X Ay Caegory =

+ O Circutatory systern® 15:42.50 [6-21-2024] [demo]

+ D (4477) Circulatory system@14:34:20 6-21-2024] [demo]

+ 2 (4476) Cartain conditions originating in the perinatal period (pO0-p
+O ongin (POO-pG6)® 142
+ 1D (4474) Circulatory system®15:45:14 6-20-2024) [demo}

4+ Vist at ages 10-17 years o3 14:36:58 15:41:48 (6-20-2024) 20

2. Click the pencil icon in the row of the name of the project you want to edit.

23



Find Patients  Analysis Tools ~ Admin Dashboard i

PROJECTS

back to All Projects

Parameters
Project Details. Data Sources User Associations
@ i Q... o o
New Project - Details
iD* D
Name *

Path®

Wiki

Descripticn

EXIT SAVE AND CONTINUE

3. Click Save and Continue. The Project parameters page will display. Click Save and Continue.

Find Patients ~ Analysis Tools =~ Admin Dashboard ar

SER PROJECTS HIVE

back to All Projects

Parameters
° Project Details e Optianal o Data Sources o User Associations
safari - Parameters
+ ADD
Name Value Data Type Actions

No rows

Rows perpage: 5 ~ 0-0of0

EXIT PREVIOUS SAVE AND CONTINUE

4. The Data Source page will display.
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Find Patients  Analysis Tools ~ Admin Dashboard

PROJECTS

back to All Projects

@ Proiect Details

12B2UI-814 - Data Source Details

CRC Details

Database Server*
Name *
Project Path

ftest

JNDI Data Source *
java:/

Database Schema*

° Parameters
Optional

ONT Details

Database Server*

Name *

Project Path

Ntest

JNDI Data Source *
java:/

Database Schema*

e Data Sources

o User Associations

WORK Details

Database Server®

Name *

Proiect Path *
Project Pal

ftest

JNDI Data Source
java:/

Database Schema*

EXIT

PREVIOUS

SAVE AND CONTINUE

5. Enter details for the CRC, ONT, and WORK data sources. Click Save and Continue.

3.3.2 Edit a Data Source for a Project
1. In the Admin Dashboard, click on Projects.

i2b2 Query & Analysis Tool

+ (2 Diagnoses (1CO10)

“+ ) Expression Protiles Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (5 1252 Genomics
+ [ Laboratory Tests
202 1262 Admin true 7 0
To view term info. demo_agg 262 Aggregated User talse 7 0
~ Cickonaterm,. or
= Hower over & lerm in the Find Patiants panel, and cick the info icon
demo_deid 262 De-identifiod Data talse /7 0
Query Status @

Q Any Category ~

+ O Circulatory system® 15:42.59 [6-21-2024) [demo]
+ D (4477) Circulatory system 14:34:20 (6-21-2024] [demo]
4 (4476) Cortain conditions originating in the perinatal period

+0 142
4 D) (4474) Circutatory system® 15:45:14 [6-20-2024] [demo]
4 ) Vist at ages 10-17 years ok 14:36:58 15:41:48 (6-20-2024) 20

2. Click the pencil icon in the row of the name of the project you want to edit.
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Find Patients  Analysis Tools ~ Admin Dashboard i

PROJECTS

back to All Projects

Parameters
Project Details. Data Sources User Associations
@ i Q... o o
New Project - Details
iD* D
Name *

Path®

Wiki

Descripticn

EXIT SAVE AND CONTINUE

3. Click Save and Continue. The Project parameters page will display. Click Save and Continue.

Find Patients ~ Analysis Tools =~ Admin Dashboard ar

SER PROJECTS HIVE

back to All Projects

Parameters
° Project Details e Optianal o Data Sources o User Associations
safari - Parameters
+ ADD
Name Value Data Type Actions

No rows

Rows perpage: 5 ~ 0-0of0

EXIT PREVIOUS SAVE AND CONTINUE

4. The Data Source page will display.
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Find Patients  Analysis Tools ~ Admin Dashboard

PROJECTS

back to All Projects

Parameters
° Project Details ° Ontional e Data Sources o User Associations
i

12B2UI-814 - Data Source Details

CRC Details ONT Details WORK Details
Database Server® Database Server® Database Server”

Name * Name * Name *

t tes

JNDI Data Source * JNDI Data Source * JNDI Data Source
java:/ java:/ java:/

Database Schema* Database Schema* Database Schema*

EXIT PREVIOUS SAVE AND CONTINUE

5. Edit the details for the CRC, ONT, and WORK data sources. Click Save and Continue.

3.4 Project Users

Each user will have at least two roles per user_id and project_id combination. These two roles can be
further defined as a Data Protection role and a Hive Management role.

The data protection role establishes the detail of data the user can see while the hive management
role defines the level of functionality the user has in a project. The following tables summarize the
roles in a hierarchical order of least to most access.

Data Protection Roles

Role Access Description

DATA_OBFSC = OBFSC = Obfuscated

e The user can see aggregated results that are obfuscated (example:
patient count).

e The user is limited on the number of times they can run the same query
within a specified time period. If the user exceeds the maximum number
of times then their account will be locked and only the Admin user can
unlock it.
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Role Access Description

DATA_AGG AGG = Aggregated
e The user can see aggregated results like the patient count.

e The results are not obfuscated and the user is not limited to the number
of times they can run the same query.

DATA_LDS LDS = Limited Data Set
e The user can see all fields except for those that are encrypted.

e An example of an encrypted field is the blob fields in the fact and
dimension tables.

DATA_DEID DEID = De-identified Data
e The user can see all fields including those that are encrypted.

e An example of an encrypted field is the blob fields in the fact and
dimension tables.

DATA_PROT PROT = Protected

e The user can see all data, including the identified data that resides in the
Identity Management Cell.

Hive Management Roles

Role Access Description
USER Can create queries and access them if he / she is the owner of the query.

MANAGER = Can create queries as well as access queries created by different users within the
project.
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3.4.1 Define a Project User Roles

1. In the Admin Dashboard, click on Projects.

i2b2 Query & Analysis Tool

“+ ) Expression Protiles Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (5 1252 Genomics
+ [ Laboratory Tests
202 1202 Admin true 7 0
To view term info. demo_agg 262 Aggregated User talse 7 0
~ Chick on a term, or
= Hower over & lerm in the Find Patiants panel, and cick the info icon
demo_deid 12b2 De-identifiod Data talse /7 0
Query Status. B
(L AnyCategoy *

+ ) Circutatory systom® 15.:42:59 (6-21-2024) [domo]

+ O (4477) Circutatory systom® 14:34:20 (6-21-2024] [demo]

“+ D) (4476) Cartain conditions originating in the perinatal period (p00-p&
+O originy (pOO-pS 14
+ ) (4474) Crcutatory system® 15:45:14 (6-20-2024) [demo)

4O Visit at 8905 10-17 years 0k 14:36.5615.:41:48 [6-20-2024] [120:

2. Click the person icon in the row of the name of the project you want to add users to.

Find Patients ~ Analysis Tools ~ Admin Dashboard ar

PROJECTS

back to All Projects

Parameters
° Project Details ° Ontional ° Data Sources ° User Assaociations
ptional

Firefox Project - User Associations

Search username + ASSOCIATE USER TO PROJECT
User Name Admin Path Data Path Actions
firefox User Obfuscated s 0
Rows per page: 100 « 1-1 of 1
EXIT PREVIOUS SAVE AND EXIT

3. On the User Association page for a given project, search by the username.
4.  The username will be displayed on the table below.

5. Click the pencil icon next to a user to modify their user role for the project.
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Find Patients ~ Analysis Tools ~ Admin Dashboard i

Edit details for user JaneDoe

USER PARAMETERS (OPTIONAL)

Admin P..
User ~

Data Path
Obfuscated ~

Editor..
No ~

6. Select the Admin Path, and Data Path.
Find Patients  Analysis Tools  Admin Dashboard

an
ar

Edit details for user JaneDoe

USER PARAMETERS (OPTIONAL)

Admin P.

User ~

Data Path
Obfuscated =~

Protected
De-identified Data

Limited Data Set

Aggregated

Obfuscated

7. Click done to Save.
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3.4.2 Project User Parameters

Project User Parameters e Specific to the user and the project in which it is defined.
e Does not affect other users within the project.
e Does not affect other projects the user has access to.

1. In the Admin Dashboard, click on Projects.

12b2 Query & Analysis Tool

+ ) Expression Profies Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT false
+ (2 1252 Genomics
4 [ Laboratory Tests
202 2b2 Admin true /7 0
To view term info. demo_agg 262 Aggregated User talse /7 0
~ Cickonaterm. o
= Hower over & lerm in the Find Patients panel, and cick the info icon
demo_deid 1262 De-identified Data false /7 0
Query Status &
(X Ay Category =

+ O Circulatory system® 15:42.59 [6-21-2024) [demo]

+ ) (4477) Circutatory system® 14:34:20 (6-21-2024] [demo]

+ D (4476) Cartain conditions originating in the perinatal period (p00-p&
+O ongin (pOO- 4
+ ) (4474) Circulatory system® 15:45:14 [6-20-2024) [demo]

4+ Vist at ages 10-17 years old @ 143658 15:41:48 (6-20-2024) [2b¢

2. Click the person icon in the row of the name of the project you want to add project users
parameters to.
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Find Patients ~ Analysis Tools ~ Admin Dashboard s

PROJECTS

back to All Projects

Parameters
Project Details Data Sources User Associations

@ Fo [ B, V] o
Firefox Project - User Associations
Search username + ASSOCIATE USER TO PROJECT

User Name Admin Path Data Path Actions

firefox User Obfuscated F |

Rows per page: 100 « 1-1 of 1
EXIT PREVIOUS SAVE AND EXIT

3. On the User Association page for a given project, click the pencil icon next to a user to
modify their user role for the project.

an
ar

Find Patients  Analysis Tools ~ Admin Dashboard

Edit details for user JaneDoe

USER PARAMETERS (OPTIONAL)

Admin P.

User ~

Data Path
Obfuscated ~

Editor

No ~
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4. Select the Parameters tab

5. Click done to Save.

4. Managing i2b2 Hive Data

The i2b2 hive and associated web services are the infrastructure used to integrate a collection of
cells. The management of your Hive data is done in the i2b2 Administration Module within Manage
Hive. The following functions for managing the hive are available.

1. Edit hive data (Domain ID, Help URL, Domain Name, and Environment)
2. Add, edit, and delete hive (global) parameter(s)

The steps on how to use these features are defined in the sections that follow.

4.1 Hive Data

The Hive Data page captures the following general information about a hive.

Field Description Required

Help URL A link to an external website that may contain additional No
information on using the i2b2 in your environment.
This link is only used in the i2b2 Workbench and is not available
from within the i2b2 Webclient. (in the workbench heading there
is a button labeled i2b2; clicking on this button will launch the
website entered at this field.)

Domain Name The name of the domain in which this hive resides. Yes
(View Only) This is the same name that is entered in your Web Client and
Admin config files as well as the Workbench properties file.

Environment The type of environment this hive resides. The options are: Yes
Development
Production
Test
Note

The hive is created when you are installing the i2b2 server. You cannot add or remove a hive from
within i2b2 Admin; however you can edit the hive's data.

33



4.1.1 Edit Hive Data
The following steps outline the process of editing the Hive Data in the i2b2 Administration Module.
Assumption: The following steps assume you are already logged into the i2b2 Administration

Module. If you do not know how to login please see the chapter titled i2b2 Administration Module
Install.

1. In the Admin Dashboard, click on Hive.

i2b2 Query & Analysis Tool

+( Dagnoses (CO10)

+ ) Expression Profles Data AGG_SERVICE ACCOUNT AGG_SERVICE_ACCOUNT faise
+ (5 22 Genomics.
4[] Laboratory Tests
202 @b2 Admin true /7 0
To view term info. demo_agg 12b2 Aggregated User false /7 0
~ Ciick on a term, or
= Hower over & term in the Find Patients panel, and click the info icon
domo_deid 252 Do-ientifod Data taise /s 08
Query Status o
(L AsyCamegoy *

+ ) Circutatory systom® 15:42.59 (6-21-2024) [domo]

+ O (4477) Circulatory systom @ 14:34:20 (6-21-2024] [demo]

+ O (4476) Certain conditions oniginating in the pernatal perod (p00-p&H(
+0 ongin (POO-pO6)® 142
+ ) (4474) Circulatory system® 15:45:14 [6-20-2024) [demo}

4+ Vist at ages 10-17 years old @ 143658 15:41:48 (6-20-2024) (20

2. Click on Hive Domain Settings. This is the default view.

Find Patients ~ Analysis Tools ~ Admin Dashboard i

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)

Domain Name

i2b2ui-test D

Environment

Development -

Help URL
http://www.i2b2.org

3. Make the changes to the Hive Data and click on Save to save the changes.
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4.2 Hive Parameters

Parameters entered on a project are known as Hive or Global Parameters and are specific to the
hive (domain). A hive parameter is not specific to any one cell, project or user.

4.2.1 Add a Hive (Global) Parameter

The following steps outline the process of adding a parameter to the hive from within the i2b2
Administration Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module
Install.

1. In the Admin Dashboard, click on Hive.

i2b2 Query & Analysis Tool

+ (2) Ciinical Trials

+ (5) Custom Metadata
+ () Domographics
+[) Diagnoses

+ (2 Diagnoses (1CO10)
+ () Expression Profies Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT talse
+ (2 1252 Genomics

4 [ Laboratory Tests

202 252 Admn '™
To view term info domo_agg 252 Aggregated User faise s/ 0

demo_deid 12b2 De-identified Data false /7 0

(X Ay Category =
+ O Circutatory systom® 15:42:59 (6-21-2024) [domo]
+ D (4477) Circutatory systom®14:34:20 (6-21-2024] [demo)]
+ O (4476) Certain conditions originating in the perinatal period (P00-pa(
4O Certain conditions originating in the perinatal period (pO0-p96)® 142
+ D) (4474) Crcutatory system® 15:45:14 (6-20-2024) [demo]
+ D) Vist at ages 10-17 years old @ 143658 15:41:48 (6-20-2024) [2:

2. Click on Global Parameters (Optional).
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Find Patients  Analysis Tools  Admin Dashboard

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)

Domain Name

i2b2ui-test

Environment

Development ~

Help URL
http://www.i2b2.org

3. The Parameters List page will display.

an
ar

Find Patients  Analysis Tools ~ Admin Dashboard

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)
Name Value Data Type Actions
DEFAULT_PLUGIN_CATEGORY DEMOGRAPHICS Text /s 0
Rows per page: 5 ~ 1-10f 1

4. Click on Add New Parameter. The Enter Parameter page will display.
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5. Enter the name of the parameter, the value for the parameter and the data type for the parameter.

6. Click on Save to save the new parameter.

7. The Parameters List page will display with the new parameter.

4.2.2 Edit a Hive (Global) Parameter

The following steps outline the process of editing a hive parameter in the i2b2 Administration

Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module

Install.

1. In the Admin Dashboard, click on Hive.

i2b2 Query & Analysis Tool

+ [ Laboratory Tests

To view term info.
~ Ciick on a term. or
= Hover over & torm in the Find Patients panel, and cick the info icon

CL sy Caegory =

+) Circutatory systom®15.42.59 6-21-2024) [demo)]

+ O (4477) Circutatory system® 14:34.20 (6-21-2024] [demo]

+ ) (4476) Certain conditions originating in the perinatal period (00-pO(
+9 origin (PO0-506)® 14
+ ) (4474) Circulatory system® 15:45:14 [6-20-2024] (demo}

+ O Vist at ages 10-17 years old 1436580 15:41:48 [6-20-2024] [12bi

AGG_SERVICE_ACCOUNT

22

demo_agg

demo_deid

AGG_SERVICE_ACCOUNT false

1202 Admin true 7 0

1202 Aggregated User talse

12b2 De-identifiod Data talse

2. Click on Global Parameters (Optional).
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Find Patients  Analysis Tools  Admin Dashboard

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)

Domain Name .

i2b2ui-test

Environment

Development ~

Help URL
http://www.i2b2.org

3. The Parameters List page will display.

Find Patients  Analysis Tools ~ Admin Dashboard B

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)
Name Value Data Type Actions
DEFAULT_PLUGIN_CATEGORY DEMOGRAPHICS Text /s 0
Rows per page: 5 ~« 1-10f 1

4. Click the pencil icon in the row of the name of the parameter you want to edit.

38



5. The Edit Parameter fields will display for that row.

6. Make the changes to the parameter and click on the Save icon to save the changes.

4.2.2 Delete a Hive (Global) Parameter

The following steps outline the process of deleting a hive parameter in the i2b2 Administration
Module.

Assumption: The following steps assume you are already logged into the i2b2 Administration
Module. If you do not know how to login please see the chapter titled i2b2 Administration Module
Install.

1. In the Admin Dashboard, click on Hive.

i2b2 Query & Analysis Tool

+ ) Expression Profies Data AGG_SERVICE_ACCOUNT AGG_SERVICE_ACCOUNT faise
202 1262 Admin true /7 0
To view term info: demo_agg 1262 Aggregated User taise

demo_deid 12b2 De-identifiod Data false

Q Any Canegory =

+D) Circutatory system®15:42.59 6-21-2024) [demo]

+ D (4477) Circulatory system@14:34:20 6-21-2024] [demo]

+ D (4476) Cortain conditions originating in the perinatal period (p00-p&(
+9 ongin (PO0p06)@ 14
+ 1D (4474) Circulatory system®15:45:14 6-20-2024) [demo}

4+ Vist at ages 10-17 years ol 14:36:58 15:41:48 (6-20-2024) 20

2. Click on Global Parameters (Optional).
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Find Patients  Analysis Tools  Admin Dashboard

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)

Domain Name .

i2b2ui-test

Environment

Development ~

Help URL
http://www.i2b2.org

3. The Parameters List page will display.

Find Patients  Analysis Tools ~ Admin Dashboard B

HIVE DOMAIN SETTINGS GLOBAL PARAMETERS (OPTIONAL)
Name Value Data Type Actions
DEFAULT_PLUGIN_CATEGORY DEMOGRAPHICS Text /s 0
Rows per page: 5 ~« 1-10f 1

4. Click the trash can icon in the row of the name of the parameter you want to remove.
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5. Confirm the action. The parameter will be removed from the list of hive (global) parameters
on the page.
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